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Chris Dale

• CHO, Principal and Co-Founder at River Security

• Principal Instructor at SANS

• Previously CISO

"I show how criminals break in, and help throw them back out."

GCIH  Certified Incident Handler

GPEN  Certified Penetration Tester

GSLC  Security Leadership

GIAC  Mobile Device Security Analyst

GDAT  Defending Advanced Adversaries

GCTI  Cyber Threat Intelligence

GCFA  Certified Forensic Analyst

GXIH  Experienced Incident Handler

GXPT  Experienced Penetration Tester

GSP  Security Professional
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Protect
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2010
Respond

2020
Recover

1980 
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Era

Core
Challenges

Solutions

Security Team 
Composition & 

Focus

Viruses, server side 
attacks, insecure 

configs

Too many logs and 
alerts. Client-side 

attacks

Assume breach, 
privilege sprawl, 

lack of best 
practices 

Ransomware, 
DDOS, wipers

What do we buy to 
support business

Antivirus, firewalls, 
secure configs

IDS, IPS, SIEM
Incident Response 

& Tools (EDR, 
SOAR)

Distributed, 
Immutable, 

Ephermal systems

Asset 
management, 

system 
management tools

Special interest / 
Vulnerability 
management

Security operations 
/ Threat 

management

Dedicated business 
unit / security 
department

Large diversity of 
roles. Security 

champions, 
dev/sec/ops, PII 
responsible, …

None

Source: dietriad.com & Sounil Yu
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2026
AI

AI Hacking, eCrime monetization, saturated bug bounty, speed

Bugcapolypse, AI assisted defense, attack surface reduction, patch management

Chief AI Officer, AI champions

Core
Challenges

Solutions

Security Team Composition 
& Focus

Security in the AI era





Source: https://www.reddit.com/r/dataisbeautiful/comments/1qbvbs1/oc_cybersecurity_vulnerabilities_discovered_by/



Source: zerodayclock.com



Proactiveness: assume 
breach, win anyway

• A mindset and a 
behaviour

• Hunt for problems 
before they hunt 
you

• Act before the 
incident, not after

Assume breach. Hunt for it before it finds you, and engineer so you win anyway.



REDUCE YOUR ATTACK SURFACE!
Source: riversecurity.eu/active-focus





Asset Mgmt Lifecycle

1

Planning & Strategy

Define 
requirements, 

budget, standards 
and asset policy

2

Acquisition & 
Procurement

Source, approve and 
record every asset in 

the CMDB

3

Deployment & 
Provisioning

Configure, harden 
and assign a named 

owner

4

Operation & 
Maintenance

Monitor, patch, 
license and audit 
while in service

5

Retirement & 
Disposal

Decommission, wipe 
data and dispose 

securely



Named
Individually

Manually
cared for

Hard to 
replace

Special 
snowflakes

Servers as Pets

Unique. Loved. Hand-maintained.
Hard (and risky) to replace.



Standardized

Automated

Easily
replaced

Scale-out
fleet

Commodity. Replacable. Automated. 
Designed for scale and resilience.

Servers as Cattle



Example: One of the best defenses , 
is to not have anything to attack

Win the game by not playing it!

Somebody hacks my 
frontpage? 

Potential critical 
consequences



Example: One of the best defenses , 
is to not have anything to attack

Win the game by not playing it!

Somebody hacks my 
frontpage? 

Potential critical 
consequences





Proactiveness is a Shift from CIA

Read more: https://dietriad.com/

Confidentiality

Integrity Availability

Protect the asset

CIA

DistributedImmutable

Ephemeral

Replace the asset

DIE



Proactiveness is a Shift from CIA to DIE

Read more: https://dietriad.com/

Confidentiality

Integrity Availability

Protect the asset

CIA

Shifting

DistributedImmutable

Ephemeral

Replace the asset

DIE

Wordpress is now «non present»

The data can not be changed because 
it is completely static

I can push this data across global 
CDN networks to make it highly 
available 





Source: https://www.verizon.com/business/resources/reports/dbir/









Source: https://cloud.google.com/blog/topics/threat-intelligence/m-trends-2026



AttackersDefenders

VS



Defender architecture



Make it harder for attackers



Network architecture: sad, but common

Flat network. IT, users, and the internet share one trust zone. One phish away from full compromise.



Network architecture: also quite common

Two zones, one firewall. Inside each segment everything still trusts everything. Lateral movement is trivial.



Architecture: closer to where we need to be

Segmented by function and blast radius. One compromised host is one segment, not the whole estate.



Backups and Data

• Plan for the worst
Assume breach; rehearse the recovery, not just the response.

• Back up off-site and offline
Air-gapped, immutable copies are what survive ransomware.

• Delete or isolate stale data
What's not on the network can't be stolen, archive or remove 
what you don't need.



AN ORGANIZATION ATTACKERS HATE…

The one with

POLP…



Principle of
Least Privileges

In River Security there are two admins for Azure AD,
and it is neither the CTO nor the CHO (me) main accounts.



Hacker with admin vs not



Bloodhound 

screenshot

GOD MODE



The 1-10-60 Rule

1

1 MINUTE

DETECT

Spot the alert

10

10 MINUTES

INVESTIGATE

Triage and understand

60

60 MINUTES

REMEDIATE

Contain and recover



Great Detection is Hard

Detection signal is often low-fidelity, which leads to…

•  False positives drown out real signal

•  Saturated SOC analysts - alerts are ignored

•  Blindspots in coverage that attackers exploit

What if we could turn the tables on the attackers?



Taking Back The Advantage

Attackers need to be lucky once. Defenders need to be lucky 
every time.

Flip the tables on the attacker!

Attacker breaks in

Or the attacker is already on the 
inside as a trusted insider.

1

Reconnaissance commences

Attacker looks for ways towards 
god mode

2

The bait is taken

The attacker is instantly revealed.

3

Each trigger is a high-fidelity alert, signal without noise. 







Credentials that should never be used

Systems that should never be interacted with

Protocols you should never touch

password.txt

TRAP

Fake users which never log-in

John Smith

TRAP

ICS-03

TRAP

Multicast

TRAP

Folders and content that looks juicy, but trigger !

Exec Meeting Minutes

TRAP



Example: Tricking Attackers
Im looking

for 
sharepoint01

LLMNR is a protocol enabled when DNS doesn’t have answers

I am 
sharepoint01



Fighting Agentic AI

Source: https://tracebit.com/blog/context-bombs-stopping-ai-
attackers-in-their-tracks

Success rates in simulated tests

57%  →  5%
Chance of an AI agent gaining full 

administrator access once context bombs are 
planted

93%  →  0%
Top-tier models such as Opus 4.8 saw their 

success rate collapse to zero



Employees understand the 
internet

WWW
Everyone on the internet is out to get you!



More like an extremely bad 
neighbourhood

WE’RE JUST A “PING” AWAY

Hackers
Criminals
Governments
Fraudsters

Cheaters
Murderers
Mafia
Sex-offenders

Drug-lords
Terrorists
Scammers
Trolls



Provider in the Continuous 
Offensive Security Space 

- Attack Surface Management 
- Continuous Penetration Testing
- And a touch of Incident Response 

- 25 employees
- 6 years in business 
- 50+ public customer testimonials 
- 18+ customer cases 

Team River Security @ Hacker Space 2022 



Provider in the Continuous 
Offensive Security Space 

- Attack Surface Management 
- Continuous Penetration Testing
- And a touch of Incident Response 

- 25 employees
- 6 years in business 
- 50+ public customer testimonials 
- 18+ customer cases 

Team River Security @ Hacker Space 2026
Temperature -25 Celsius 



Q & A
Got questions? Let's talk at our booth 

Connect with me
linkedin.com/in/chrisad/

in Follow River Security
linkedin.com/company/river-security/

in

Continuous Security
riversecurity.eu

W

Thank you!
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